Abstract -This paper documents a controlled experiment on the effect of adding a graphical model to a fictitious corporate security decision problem. The control group (N=44) saw a textual description, and the treatment group (N=41) was presented a graphical representation using the ArchiMate security extension modeling language in addition to the textual description. Besides the security investment decision, indicators of comprehension, risk perception, and decision confidence were measured as dependent variables. Significant positive effects were found for decision confidence and risk perception, but not for the main investment decision and indicators measuring problem comprehension. Two intervening variables, domain knowledge and spatial ability, both derived from the Cognitive Theory of Multimedia Learning, were found to have no significant effect. The experiment presents preliminary evidence from a small sample of educated professionals indicating that visualizations may not have an unconditional advantage over text for decision support in the security domain.
I. INTRODUCTION
Communicating information security risks is becoming more demanding due to the flood of data produced by information systems, organizational complexities, and technical expert languages. Especially in big organizations, decisions are taken jointly by managers and experts from different domains which requires clean and unbiased understanding of risk. Visualization is one way of communicating security information which could potentially support decision makers by reducing huge data sets into simple visuals. Visual representations are commonly used in finance, marketing and accounting domains. For example, large tables and colorful charts are some of the commonly used visual representations in the day to-day communication between experts and managers about financial risks and their management [1] . Due to the fact that "risk is both very difficult to visualize and extremely challenging to describe" [2] , visualization is still not a commonly used tool in the domain of information security management. However, with the increasing technological capabilities, such as graph rendering tools, visual representations are attracting more researchers as well as being more preferred in security management activities on the organizational side. The recent information security visualization studies are progressively focusing on visualization of data analysis, data analytics and event identification aiming at mostly preventing attacks and detecting vulnerabilities [3] . Despite the growing interest into security visualization research, few researchers have seriously examined the impact of visualization in the information security management context. In their recent study, Hall et al. [4] explore the current roles of information security visualizations and conclude that visual representations improve critical thinking and help the stakeholders in risk assessment phase. Labunets et al. [5] compare tabular and graphical representations to find out which visual is a better fit when communicating information security risks. Additionally, Li et al. [6] offer a novel approach which enables the formulation of a visual vocabulary to represent any kind of complex security model.
Our research explores the effect of graphical representations on information security decision making. It builds on Mayer's [7] Cognitive Theory of Multimedia Learning (CTML) in the hypothesis formulation phase. In this study, visualization refers to graphical representations in the form of conceptual models. The principal research question addressed in this study is:
"Does model based visualization of security properties affect decision making in the information security domain?"
Since decision making is a complex cognitive process, which is difficult to assess empirically, we decomposed it into the following set of measurable phenomena: comprehension, risk perception, risk taking behavior, and decision confidence.
Five hypotheses (and one sub-hypothesis) were postulated to examine the effect of visualizing security properties integrated in the IT architecture. Primary data was collected using a tailored online questionnaire in a controlled experimental design. We have created an imaginary case and modelled the business and IT architecture with its security properties (see Appendix). To identify the effect of a visual model, a randomly assigned half of the participants received only a textual description of the case, and the other half received the textual description along with a graphical model. From a convenience sample of 85 subjects, we observed that visualization of security properties integrated with the system architecture does affect the decision outcome somewhat, but much less than hypothesized. We find no effects on the comprehension and risk taking behavior of the participants, and small but statistically significant positive effects on their decision confidence and risk perception.
II. THEORY AND RELATED WORK

A. Risk Perception in the Information Security Domain
The manner in which decision makers perceive the information security risks, shape what decision they make to secure an organization and its stakeholders. The mismatch between reality and perception of information security risk could lead managerial decision makers to take misguided decisions which can reduce the strength of a company's security posture. Protection Motivation Theory (PMT) suggested by Rogers [8] is a widely accepted and adopted theoretical perspective when explaining and assessing risk perception. PMT explains how people are motivated to protect themselves from a risky situation with two principal drivers: threat appraisal and coping appraisal. Threat appraisal is related to perceived severity and susceptibility of a threat event, reflecting how serious the event is. While perceived susceptibility is the likelihood of being exposed to a threat, perceived severity is the effect of potential consequences posed by the threat [9] . Coping appraisal is related to response efficacy and self-efficacy, expressing how individuals respond to a threat event. While self-efficacy can be described as the confidence in being able to undertake the recommended behavior, response efficacy is associated with executing recommendations to avoid the threat event. Together with those constructs, it is possible to assess the perceived risk or behavioral intentions to avoid specific risks. According to Rogers et al. [10] , PMT is an essential cognitive rationalization of protective behavior.
Another dimension of risk perception materializes in risk taking behavior. It is defined as an individual's preference of a high uncertain payoff over a lower payoff with certainty. For example, an individual without risk taking behavior would keep his/her money in a bank with a standard interest rate, while one with risk taking behavior would invest in a lottery. Especially the relation between risk perception and risk taking behavior is investigated by the health behavior theories examining the hypothesis of perceived vulnerability being the major motivational source of precautionary behavior [11] . This hypothesis has been supported by a number of studies providing indications that perceptions of vulnerability are positively correlated with different precautionary behaviors [12] , [13] .
B. Decision Making and Risk Communication
Depending on the role of security in an organization, information security decisions may be associated with topics such as IT investment, security policy and procedure definitions, staffing, security governance or disaster recovery [14] . In many organizations, information security decisions involve variety of trade-offs between productivity and security, cost and benefit or privacy and convenience. Such multifactorial decision making has been investigated in the security economics literature. For example, Beresnevichiene et al. [15] proposed a method to support information security investment decision makers with systems modeling and validated it with a case study. Baldwint et al. [16] conducted a controlled experiment on how economic framing can influence security professionals' way to make and justify decisions. In particular, the second study established a link between prescriptive security investment models and risk communication.
Visualizations are widely used in a variety of application domains such as finance, accounting, journalism and marketing. However, visualization in the information security domain is not a common topic in organizations, due to the fact that security is hard to visualize in nature and security experts are reluctant to incorporate visual representations in their daily work [21] . In general, organizations are increasingly pooling huge amounts of data regarding the state of their information security. Therefore, methods such as advanced modeling and simulation are being more essential for classifying threats, specifying attack mechanisms, verifying countermeasures, and monitoring the consequences [22] . Both in the academia and practice, information security visualizations are largely focused on the topics of data analysis, event identification, event analysis and situational awareness [23] . Such visualizations usually center on the processes, such as network monitoring and incident management, where visual representations are useful in terms of anomaly detection and revealing patterns.
Visualizations in information security management can be used in different formats for various tasks. For example, Key Performance Indicators (KPI) are one of the common instruments used in the security domain to evaluate the success of a security program or an activity. Some indicators have been used to rationalize risk in terms of monetary value, such as Return on Security Investment (ROSI), Annual Loss Expectancy (ALE), Net Present Value (NPV), and Value at Risk (VaR) [24] . Dashboards, plotted diagrams, benchmarking graphs and histograms are commonly used examples of visual representations for such indicators. Furthermore, in information security management, visualization comes into sight of attack modelling or threat modelling in the product design phase.
In this study, we focus on visualization with modelling languages which support the effort of formalizing security. Conceptual models are convenient tools for decision makers, enabling them to abstract and capture different aspects of information systems in diagrammatic fashion [25] . The aim of conceptual security modelling is to display how security concepts (i.e. vulnerabilities, countermeasures) can be integrated into the architecture. It thus supports decision makers by demonstrating the dependencies between sources of risk, controls, and the environment. Several security modelling languages or security extensions to existing languages have been developed to incorporate information security in models. UMLsec, Secure Tropos and Misuse cases are some of the prominent categories of security modelling approaches built on well-established frameworks [26] , [27] , [28] . Another security modelling extension is based on the ArchiMate modelling language, which is a widely-adopted enterprise architecture modelling language in the industry. Throughout the empirical part of this study, a specialized version of ArchiMate's risk and security overlay [29] is used to test the effect of visualization on decision making. The aim of this overlay is to provide enterprises with a medium to manage risks in a more integrated fashion.
D. Decision Making and Information Representation
There has been considerable research addressing the effectiveness of information visualization on decision making performance [30] , [31] , [32] . According to Tegarden [32] , in some circumstances, representing information visually enables decision makers to amplify their perceptual processes and support their information exploration capabilities. However, research conducted by DeSanctis [33] and Vessey [34] shows that information visualization might not be useful in all situations, meaning that the effectiveness of the visualization format depends on the decision task.
The layered reference model of the brain (LRMB) developed by Wang et al. [35] tries to explain the cognitive processes of human intelligence. According to the model, metacognitive processes, such as abstraction, categorization, search, memorization, and knowledge representation, are grouped in a sub layer and used by the higher cognitive processes. In the higher layer of the model, high cognitive processes, such as learning, reasoning, problem solving, and decision making, are classified. We can derive from the LRMB model that the success of the higher cognitive functions strongly depends on the lower cognitive functions. Furthermore, the relationship between decision making and other meta-cognitive functions, such as comprehension, memory, and abstraction, shows that there is a strong relation between the decision making process and the comprehension, search, memorization, and presentation processes [36] . In the light of this information, it can be stated that visualization may increase the decision quality and performance as it decreases the search time and supports the memorization process by creating mental models.
Another effect of visualization on decision making can be observed on the dimension of decision confidence. The term decision confidence can be summarized as the belief in the quality of decision [37] . Decision confidence is crucial, especially in the implementation phase of the decision, because over-confidence in a poor decision or under-confidence in an effective decision can result in disasters [38] . Some of the different factors influencing the level of decision confidence are the characteristics of information, decision aids, decision maker, and the given tasks [39] .
Visualizations offering various cognitive benefits can influence decision confidence as well. According to Koriat et al. [40] , the quality of information supporting the decision making is directly related to the level of confidence. Schwenk [41] posits that when the quantity of the available information is increased, people become more confident as they can generate more justifications. Furthermore, findings reveal that "vividness affect perception of information quality which influences the confidence on decision making" [42] . On the other hand, decision confidence can influence interpretation, perception, and ultimately the resulting judgments. Phillips, Prybutok, and Peak [43] point out the correlation between decision confidence and perceived expertise, where higher decision confidence can cause oversight and incorrect interpretation of the information, as individual's preconceptions would overshadow the information presented to them.
So far, little is known about the effect of visual representations on changing risk taking behavior. For example, the study conducted by Stone at al. [44] shows that individuals are more willing to pay for an improved product when graphics (stick figures, bar graphs, and asterisks) are added near to a numerical presentation. Lipkus and Hollands [45] also state that similar other graphs, such as histograms and facial diagrams, may affect perceived risk and eventually lead individuals to make risk reluctant choices. To the best of our knowledge, no literature studies the relationship between information security risk taking behavior and visual representations. However, in the light of the information from other research domains, it is reasonable to conjecture that such a relation exists.
E. CTML Theory
Developed by R.E. Mayer over the last 30 years [7] , [46] , [47] , the CTML combines the science of learning and the science of instruction in order to explain how to make best use of multimedia representations in learning by reducing the cognitive load for the learner. The theory is constructed on three basic sets of assumptions by making use of three different theories. Those assumptions are: dual channel processing, limited capacity, active processing.
Firstly, the dual channel processing assumption suggests that individuals have two separate information processing channels for visual and auditory information. Those two channels complement each other, in a fashion that receiving concurrent information through multiple channels enhances the overall recall, compared to receiving information through only one channel [48] . Secondly, the limited capacity assumption is based on the cognitive load theory [49] , [50] , which suggest that cognitive load is cumulative in nature and individuals have limited capacities when processing information. Finally, the active processing assumption is based on constructivist learning theory [51] , which suggest that meaningful learning occurs when learners actively select relevant information, organize it into coherent representations, and integrate it with the knowledge stored in the long-term memory [47] . The three sets of assumptions, the CTML, enabled Mayer to outline several design principles to support designers and teachers to create effective multimedia representations. The proposed principles are; multimedia, contiguity, coherence, modality, redundancy, and individual differences [7] . Only the relevant ones for this study are examined.
The multimedia principle is based on the assumption that individuals learn better when using two modes of representation (i.e. from words and graphics) rather than one (i.e. from words alone). Mayer captures the multimedia effect in his study where students who read a text including illustrations placed near the corresponding words suggested 65% more useful solutions to a problem-solving test than did students who solely read the text [54] , [46] . The individual differences principle is based on the assumption that the multimedia design principles have stronger effects for low-knowledge learners than for high-knowledge learners, and for learners with high spatial ability rather than for learners with low spatial ability [53] .
Knowledge effect: Mayer's study shows that students who have less prior knowledge tended to show stronger multimedia effects than students who have high levels of prior knowledge [54] , [55] . This result can be explained by the CTML in that students with high prior knowledge may be able to generate their own mental images, hence they do not need to make use of the visuals. Whereas, visualizations are helpful for students with low prior knowledge in terms of establishing connections between the visual and verbal representations, and reducing cognitive load.
Spatial ability effect:
Mayer's study shows that students with high spatial ability showed a stronger multimedia effect than the students with low spatial ability [55] . This result can be explained by the CTML theory in that individuals with high spatial ability are able to hold the visual image in visual working memory. Thus, they are more likely to build connections between visual and verbal information, which is required to benefit from the contiguous presentation of words and pictures [53] .
Readers should be reminded that multimedia presentation is defined by Mayer [7] as "the presentation of material using both words (written or spoken text) and pictures". Unlike the popular definition of "multimedia", Mayer's definition is neither referring to the media (such as computers or television) used to deliver the message nor to the presentation mode (such as animation); rather, he refers it to the sensory mode message recipients use to process the presented information [56] . Since conceptual models are composed of words and graphics, the model-based representation fits well with the Mayer's notion of multimedia. Moreover, as conceptual models are visual representations comprising words and graphs, CTML is arguably the theory of choice when generating, testing and explaining the outcomes of the first two hypotheses explained in the next section.
III. EMPIRICAL APPROACH
This section first derives the hypotheses from the theoretical background. Following that, the research method, procedure, and the measurement of key constructs are described.
A. Hypotheses
In order to answer the research question of this study, the following hypotheses are postulated.
The first hypothesis is based on the multimedia principle of the CTML, which suggest that individuals learn better from words and graphics than from words alone. Hence, including a relevant conceptual model near a textual description of a security case should reduce the tendency of cognitive overload and increase the comprehension of the information being presented to decision makers.
H1: The addition of a conceptual model near a textual description improves the comprehension of the decision maker.
The second hypothesis is based on the individual differences principle of CTML, which suggests that multimedia effects are stronger for individuals who have low knowledge than the ones with high knowledge; and for good spatial learners than for bad spatial learners [7] . We formulate two subhypotheses, H2.1 and H2.2.
H2.1: Compared to the individuals with high security domain knowledge, the individuals with low security domain knowledge improve the comprehension score more when a conceptual model is added near a textual description.
H2.2: Compared to the individuals with low spatial ability, the individuals with high spatial ability improve the comprehension score more when the conceptual model is added near a textual description.
Based on the explained theoretical background on the decision confidence phenomenon in Section II.D, visual representations are expected to increase the decision confidence in the information security domain.
H3: The addition of a conceptual model near a textual description increases the decision confidence of the decision maker.
As discussed in Section II.D, risk perception is a complex cognition and can be influenced by many different factors, such as individual judgements and evaluations. As the graphical representations influence cognition, we can argue that if the complex reality of information security is communicated in terms of graphical representations, the deviation between perception and the reality may decrease. Hence, visualizations might improve the risk perception of the decision makers.
H4: The addition of a conceptual model near a textual description increases the risk perception of the decision maker.
Based on the explained theoretical background on the relationship between risk perception phenomenon and risk taking behavior in II.A, increasing risk perception can influence individuals to take more precautious decisions. Mainly, when the severity and the likelihood of an information security risk is considered to be high, individuals should feel fear and decide on less risky portfolios. As our assumption is that visualization can induce perception of risk, we can expect a decrease in risk taking behavior if an individual encounters well-structured visualizations. If the visual representations affect the way individuals imagine an uncertainty or risk, it may also alter their precautionary behavior. According to Lipkus and Hollands [45] , visual representations appeal emotions and arouse thoughts and feelings regarding the experiences or imagined negative events. Building on top of this assumption, we can expect graphical models to influence imagination, hence negatively affecting risk taking behavior in the information security domain as well.
H5: The addition of a conceptual model near a textual description lets decision makers choose more cautions alternatives.
B. Research Method
To measure the effect of visualization on the defined notions -decision confidence, comprehension, risk perception and risk taking behavior -a controlled experiment was conducted. An online questionnaire, with the capability of randomly assigning participants to two different groups, was sent to various security mailing lists as well as shared via social media. The targeted participant characteristics were individuals with business, information security, or IT backgrounds. To explore the impact of the visualization in a more practical and realistic setting, we created a written case scenario of an attack against an online store inspired by real-world security breaches. According to the design, half of the participants received a security case incorporating a system description and related security aspects (e.g. vulnerabilities, countermeasures) in a textual form including a conceptual model attached near the text. While the other half of the participants, namely the control group, received only the textual description of the security case with the system description and security aspects. The intention of this set-up was to identify the influence of the model by holding everything constant in each group except the presence of the model. The conceptual model was modelled with the risk and security overlay of the ArchiMate [29] language and was designed to reflect the same information as the textual description in a diagrammatic fashion. We have chosen the ArchiMate modeling language as it is already being used as a commercial product and hence closer to practice than purely academic visualizations.
The online questionnaire was divided into several sections; demographic questions, security case, comprehension, risk perception and behavior questions, post-survey questions, and spatial ability questions. These sections were presented to the subjects in a sequence of web pages and participants were not permitted to navigate to the previous pages. The reason for placing the spatial ability questions on the last page was to limit the cognitive load on participants and to keep them from quitting the survey at an earlier point.
C. Procedure and Measurement of Key Constructs
The procedure began with asking simple demographic questions and continued with a short informative description of DDoS attacks, aimed at training the participants regarding the security case. After that, a security case involving a possible DDoS attack against a fictitious company was displayed. Along with general explanations on the imaginary company profile, a system description including business processes, technical architecture as well as the related security aspects, such as vulnerabilities and mitigation options, were expressed on a high level.
Comprehension measure: After reading the case, on the next page, participants were asked to answer five case-related comprehension questions. These questions were constructed in a fashion that could be answered directly from the textual description or the graphical model, in order to assess if the visualization enables participants to keep the images in their short-term memory. The comprehension measure was given by the sum of correct answers.
Risk perception measure:
After the comprehension questions, participants were asked to answer five questions aimed at revealing their risk perceptions regarding the DDoS attack case. To measure the risk perception, core constructs of PMT theory, namely perceived severity and perceived susceptibility notions, were used. The risk perception questions were created by drawing on the study from Johnston and Warkentin [57] , who measured risk perception by using a combination of threat severity and threat susceptibility items. Each question was rated on a five-point rating scale ranging from 1 (strongly disagree) to 5 (strongly agree) and their sum was used for the measurement. Two of the questions were placed as mirror questions to identify response patterns. We have examined the correlation matrix (see Appendix) and observed a strong response pattern, meaning that most of the respondents were not able to identify the negation. Therefore, we decided to exclude the mirror questions for the validation phase.
Decision confidence measure:
After the investment decisions were made, participants were asked three questions to express their decision confidence with regard to the investment they have made earlier. A five-point rating scale ranging from 1 (strongly disagree) to 5 (strongly agree) was used. For the measurement, the scale rating was aggregated. Furthermore, among the three decision confidence questions, one of them was constructed as a 'mirror' question. This approach was thought to be useful to capture response patterns, if there were any. In this case, we observed that around one quarter of the respondents understood the mirror question wrong and ignored the negation. However, we decided to include the mirror question in the validation phase as its correlations observed to be not too low (see Appendix).
Risk taking behavior measure:
Following the risk perception questions, two information security investment questions were asked to measure the risk-taking behavior of the participants. A trade-off between the cost and benefit was given, and participants were expected to make a decision between a solution with high cost/low risk and a solution with low cost/high risk or neither of them. A value has been assigned to each question and the sum of those values was used for the measurement. Individuals who scored above the median were recorded as high risk takers and the others were recorded as low risk takers.
Individual differences measure:
To measure the domain knowledge of the participants, they were asked to rank their domain knowledge on business, IT and IT security on a sevenpoint rating scale with response options ranging from "none" to "excellent". Individuals who marked 'excellent' and 'very good' were recorded as 'participants with high knowledge' on the IT security domain and who marked 'none' and 'poor' were recorded as 'participants with low knowledge'. In the final section of the questionnaire, three questions were asked to measure the participant's visual spatial ability. Individuals who scored above the median were recorded as high spatial ability learners while the others were recorded as low spatial ability learners. In order to avoid loading respondents cognitively, these questions were located at the end of the survey labelled with a note indicating that those questions were optional.
For reproducibility, questions and scales are included in the Appendix.
D. Pretest
In order to improve external validity and to limit ambiguity in the online questionnaire, we have conducted a pretest with a handful of respondents from the target group. The length of the questionnaire was a common concern leading us to leave out some questions. The spatial ability questions were somewhat discouraging to respondents who were willing to share their domain knowledge, but not wanting to feel like in an exam. We replaced some of the spatial ability questions and displayed them at the end of the questionnaire by marking them as "optional". Furthermore, some levels of ambiguity were observed on the security investment decision making questions. As some pretesters were not experienced in making security investment decisions, there was a level of misinterpretation, which we tried to remediate with adjusted wording. In general, pretesters reported that they found it easy to interpret the graphical model. They also thought the text appropriately reflects the system and security properties together.
IV. RESULTS
Between April and May 2015, a total of 186 participants viewed the questionnaire, leaving us with a final data set of 85 usable responses. Approximately 81 percent of the respondents were male and most of the participants (48%) were between 20 and 29 years old. As for the level of education, 56 percent completed a master's degree as their highest level of education, followed by the bachelor's degree with 33 percent. A heterogeneous level of experience was identified; 30 percent being mid-level, 25 percent being senior level and 24 percent being entry level with the bulk (42%) working in a large organization. 53 percent identified their IT background and 36 percent their IT security background as high by marking 'very good' and 'excellent' on the scale. The results showed that most of the participants (23%) were from IT sector, followed by the education and energy sectors.
To reveal participant's attitudes to cyber security and experience of cybercrimes information, we made use of questions taken from the Eurobarometer study [58] . A clear majority (80%) of the respondents reported a high level of concern regarding cyber security crimes, but most of the participants have not fallen victim of an online crime.
Furthermore, as a data quality check, we wanted to reveal participants' opinions towards the graphical model. Participants who saw the conceptual model along with the textual description were asked to evaluate the benefit of the conceptual model in terms of supporting their understanding. A significant number of respondents (67%) reported that the existence of the model supported their understanding of the security properties of the presented case. Participants were also asked to reveal their opinion with regards to relationship between decision making and conceptual model visualization, in both groups, respondents were in favor of the idea that conceptual models can improve decision making. Additionally, in the questionnaire, participants who saw the conceptual model near the textual description were also asked to indicate their level of expertise of the ArchiMate modelling language. The results showed that a substantial part (41%) of participants was not aware of the existence of the ArchiMate modelling language. And half of them seemed to be undecided on their level of understanding regarding the conceptual model.
A. Comprehension Test
Descriptive statistics on the comprehension score are given in Table 1 and visualized in Figure 1 . To understand the effect of displaying a conceptual model on comprehension of the participants, we used negative binomial regression analysis. Compared to the text-only group, the comprehension score decreased marginally when the graphical model was displayed near the text. However, the effect was not statistically significant ( Table 2 ).
B. Individual Differences Test
We used two-way analysis of variance (ANOVA) to understand the effect of the graphical model on the comprehension score of the respondents with low and high domain knowledge as well as with good and bad spatial ability. From the data (Table 3) , it can be derived that prior domain knowledge is significantly (p-value=0.018) correlated with the comprehension score. However, the presence of the model did not make a significant difference on the comprehension score of the participants with low knowledge. The hypothesized effect, visualization being a catalyst for the participants with low knowledge to have a better comprehension score (H2.1), is not supported. As for the effect of the graphical model on good and bad spatial learners, we observed that comprehension is positively correlated with the spatial ability score. Contrary, the presence of the model did not make a significant difference on the comprehension of the high spatial learners. There is no empirical support for H2.2.
C. Decision Confidence Test
According to the data set shown in Table 1 and Figure 1 , decision confidence is higher when the graphical model is displayed. To understand the influence of the graphical representation on the decision confidence, a one-way ANOVA was used (Table 4) . We found a significant relationship between the decision confidence and the visual representation, with p-value 0.014. When the conceptual model is located near the textual description, participants' decision confidence regarding a risky investment was increased (see Table 1 and Figure 1 ). While this lends support to H3, the effect size was at the upper end of "small" according to the measure of Glass' delta (∆=0.49), making it difficult to evaluate the meaningfulness of this effect. It was at the lower end of "medium" according to the more common criterion, Cohen's d (d = 0.55). For perspective, subjects in the treatment group on average selected about one step "more confident" on one out of three 5-step rating scales, than subjects in the control group (see Appendix for scales). Besides the direction, it is hard to translate this difference into practice or evaluate its economic significance. To rule out that a possible violation of assumptions required by the parametric tests caused spurious results, we also computed a non-parametric Mann-Whitney test. Its p-value of 0.012 confirmed robustness. 
D. Risk Perception Test
Descriptive statistics on the risk perception score are given in Table 1 and visualized in Figure 1 . In order to measure the effect of visualization on risk perception, a one-way analysis of variance was used. The resulting ANOVA (Table 4) shows that there is a statistically significant (p =0.019) effect of the model representation on the risk perception. This supports H4. Also here, the effect size was at the upper end of "small" (∆=0.46, d=0.52), and the Mann-Whitney test confirmed robustness (p =0.018). The practical interpretation is subject to the same limitations as mentioned in the previous section for decision confidence. Note: *p < .05; N= 85; df: degrees of freedom; SS: sum of squares; MS: mean sum of squares; F: f-statistic; p: p-value; mean substitution was performed for the respondents who did not fully answer all of the questions
E. Risk Taking Behavior Test
Descriptive statistics on risk taking behavior are given in Table 1 and visualized in Figure 1 . One-way ANOVA was used to examine the relationship between risk taking behavior and the model representation as well. According to the ANOVA results (see Table 4 ), there was no statistical significant effect. Therefore, H5 is not supported. Table 5 summarizes all hypotheses and their empirical support. The first hypothesis was based on the CTML theory, predicting a potential improvement on comprehension when the visual representation is displayed near the text. However, no improvement was observed and this hypothesis was rejected. The reason for this outcome could be due to the nature of the comprehension questions. It is possible that participants did not require to put high effort into building connections between the model and the textual description as the questions appeared to be rather simple. This might have caused a lack of significant difference in the comprehension outcomes between the two groups. Another explanation of this outcome could be lack of task fit. Cognitive fit theory [59] states that task and the representation should have a natural fit in order to enable more effective and efficient communication and decision making. It could be the case that modelling security properties graphically is not an effective way of supporting comprehension of the individuals regarding the security case.
V. DISCUSSION
The second hypothesis was based on the individual differences principle of the CTML, which predicted that visualization improves comprehension more strongly for individuals who have low knowledge than for the ones with high knowledge; and for good spatial learners than for bad spatial learners. Both sub-hypotheses predicted interaction effects, which in general are more difficult to identify in small samples than direct effects. This may explain the result that the presence of the graphical model did not make a statistically significant difference in the sub-groups; neither between the participants with high and low visual spatial ability nor between the participants with high and low prior domain knowledge. As stated before, the reason of these outcomes could be due to the characteristics of the comprehension scores. Furthermore, according to Mayer and Sims [55] , people with high spatial ability devote more cognitive resources when building referential connection between visual and verbal representations. For H2.2, we can argue that high spatial ability respondents did not require to put much effort into building connections between the graphical model and the textual description. Additionally, in order keep the questionnaire short, we could incorporate only three spatial ability questions and those questions were labeled as optional. Perhaps this setting prevented us from measuring the exact spatial cognition of the respondents, and hence might have caused us to reject the spatial ability hypothesis.
The third hypothesis was based on the assumption that when the graphical model and the text are displayed together, respondent's decision confidence in making an investment under uncertainty increases. This hypothesis was validated. The presence of the graphical model might have reduced the amount of cognitive load required by the decision maker and contributed to improve his decision confidence. Alternatively, the quality and quantity of information [40] , [41] might have increased with the visualization and stimulated the decision confidence. According to O'Reilly [60] , information abundance generally induces higher confidence for decision makers. Furthermore, this finding aligns with research on information seeking intention [61] : When the visual format of information is presented, users are not led to seek information, whereas when information is presented only in textual format, users are led to seek additional information.
The fourth hypothesis was generated on the assumption that the respondent's risk perception increases when the graphical model is displayed. This hypothesis was validated. We explain this outcome with visualization being an effective tool for risk communication. The conceptual model might have simplified the understanding of the risky situation, which might have led participants to imagine the imaginary attack and its effect on the system more easily. Furthermore, warning icons located on the model components might have influenced the perception of the respondents aligned with the study of Egelman et. al [62] . Hence, the resulting feelings might have facilitated increased risk perception. For the future research, we suggest eliminating any strong warning signs to isolate effects caused by the strong signs.
With the last hypothesis (H5), we predicted that presenting a graphical model along with the text would influence participants to make more cautious decisions regarding a risky investment. However, this hypothesis was rejected. We assumed that increasing risk perception would provide behavioral change towards taking precautions, however aligned with the research conducted by Weinstein [63] , [64] , respondents are rather optimistic regarding the imaginary attack. They might have thought the vulnerability is not severe, or it would not occur in the case of the fictitious company. This outcome can also be explained by the Adoption Process Model, which suggest that "changes in intention will occur only when a change in behavior is perceived to be effective and the problem is perceived to be severe enough to warrant action" [65] . From another perspective, the reason for this outcome could be linked to the improved decision confidence, which might have encouraged the risk taking behavior of the respondents. This result is in line with several prior studies suggesting that overconfident individuals tend to make risky financial predictions that are not assured by the available information [66] , [67] . This finding provides some evidence that increased confidence may influence risk taking behavior in the information security domain as well. 
A. Limitations
Although this research has reached its aims, there are some inevitable limitations. First, due to economic constraints, this research was conducted only on a small sample with strong over-representation of educated and male participants compared to the general population. A larger sample would have narrowed the confidence intervals and, consequently, allowed us to statistically detect effects of smaller sizes. A more representative (i.e., less biased) sample of the relevant population would have improved the generalizability of our results. Furthermore, as we aimed at measuring many different decision aspects, it was unavoidable to design a lengthy and complex questionnaire. That is the main reason why although the online questionnaire reached a high number of people, not everyone was interested in completing it. Another significant limitation is the focus on a single case to test the hypotheses. Potentially, a superior generalization could be done if multiple cases incorporating different security subject areas were studied sequentially or independently. The same can be said for the choice of a single visualization technique.
Since research in this sub-field is relatively new, its theory is underdeveloped. We had to resort to more general theories of human behavior or ad hoc assumptions when deriving our hypotheses. For example, even though most of the literature claims that visualization can improve decision making under uncertainty, little research actually supports this with evidence. Therefore, it is still not obvious how much benefits security experts and managers can get from visual representations.
VI. CONCLUSION
The main objective of this research was to investigate how visualization of security properties impacts managerial decision making in the information security domain. The research was set out from the idea of visualization technologies providing broad capabilities for supporting decision makers in business, finance, and marketing domains. Thus, we were curious to study the effects in the context of information security decision making. As decision making is a far-reaching concept, it was abstracted into several smaller notions for a systematic empirical experiment. Notions of comprehension, risk perception, risk taking behavior, and decision confidence were studied to deduce a conclusion on the relationship between decision making and visualization. The result of the online experiment showed that visualization has no measurable impact on the comprehension and risk taking behavior, and a small positive impact on decision confidence and risk perception. We argued that the presence of a conceptual model might have reduced the amount of cognitive load required by the decision maker, and thereby contributed to improve his/her decision confidence. Alternatively, the quality and quantity of the information might have increased with the visualization and stimulated the decision confidence. Further, increased risk perception was explained by visualization being a catalyst for understanding and imagining a risky situation in an easier fashion. Despite the fact that participants were expected to make less risky decisions when the model was presented, their risk taking behavior was increased. We linked the reason of this outcome to the improved decision confidence, which might have encouraged the risk taking behavior of the respondents.
As a result, visualization of security leaves many open questions. With null results on the hypothesized main effects, our data rather supports the view that rich visuals are not necessarily useful for decision making in the security domain. It may even be the case that ad hoc visualizations turn out to be useless or even counter-productive, if they increase confidence in wrong decisions, as observed in our small sample of educated professionals. To prevent such undesirable outcomes, future development of visualization approaches and graphical modeling languages should be accompanied by user studies. For a broader outlook, as many security decisions affect others (e.g. stakeholders), more emphasis should be put on how the visualization facilitates the understanding of which parties are at risk and who is responsible for managing it.
H3
Questions asked to reveal the decision confidence after the investment decision is made 
A.3.2 Decision confidence descriptive statistics
The intraclass correlation (ICC) was used to evaluate the reliability of the decision confidence questions as well. Table below summarizes reliability ratings and descriptive statistics of the decision confidence questions. 
